PAYMENT CARD INDUSTRY (PCI) CONSULTING

TRUE SECURITY PROFESSIONALS + QUALITY SOLUTIONS = SECURE ENTERPRISE

COMPANY OVERVIEW

Idea Integration is a professional IT consulting and technology
solutions firm specializing in application development, digital data
management, business intelligence, infrastructure, security and
interactive marketing. Idea serves clients throughout the United
States with high value application consulting services.

With experience spanning two decades, our creative vision enables
us to excel in crafting targeted, powerful solutions to meet our
clients' business challenges. We develop and deliver those
solutions rapidly and efficiently, and our solutions produce
immediate, measurable results. Idea Integration has the breadth of
clients and experience to deliver and implement large-scale
applications and solutions.

With offices across the U.S., we serve top players as well as up-and-
comers in a variety of industries, such as government, healthcare,
technology, communications, utilities/energy, financial services,
pharmaceuticals, and others. We also possess the backing of the
professional resources and collective commitment of the MPS
Group, a Fortune 1000 US based international services firm.

PRACTICE OVERVIEW

Security has become a major concern for companies throughout the
world. New vulnerabilities are discovered on a daily basis and are
being used by external as well as internal intruders. This malicious
activity can severely affect an organization’s business operations
and cost millions of dollars to rectify. In today’s computing
environment, every company needs to engage in a comprehensive
security initiative to minimize risk. Idea Integration consultants have
over 50 years of combined experience in the security arena. Our

security experts hold the Certified Information Systems Security
Professional (CISSP) designation along with other certifications from
the International Information Systems Security Certification
Consortium (ISC), the National Security Agency (NSA), and the PCI
Security Standard’s Council.

PCI SECURITY STANDARDS COUNCIL

The PCl Security Standards Council is an independent industry
standards body providing oversight of the development and
management of Payment Card Industry Security Standards on a
global basis. The founding multi- national acceptance brand
members are:

e American Express

e Discover Financial Services

e JCB

e MasterCard Worldwide

¢ Visa International

PCI DATA SECURITY STANDARD (DSS) 1.2

The PCI DSS version 1.2, a set of comprehensive requirements for
enhancing payment account data security, was developed by the
founding payment brands of the PCl Security Standards Council,
including American Express, Discover Financial Services, JCB,
MasterCard Worldwide and Visa International, to help facilitate the
broad adoption of consistent data security measures on a global
basis.

The PClI DSS is a multifaceted security standard that includes
requirements for security management, policies, procedures,
network architecture, software design and other critical protective
measures. This comprehensive standard is intended to help
organizations proactively protect customer account data.
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IDEA INFORMATION SECURITY - A PCI QUALIFIED
SECURITY ASSESSOR COMPANY (QSAC)

As a Qualified Security Assessor by the PCl Security Standards
Council, Idea Information Security is part of a select group of firms
qualified to provide merchants and services providers in the
Continental United States with consulting on the PCI Data Security
Standard (DSS) and necessary reporting on compliance.

When you work with Idea Integration professionals-whether it's one
person or an entire team selected from our nationwide organization-
you also have the collective resources and commitment of MPS
Group, a Fortune 1000 billion-dollar international services firm.

At Idea, we judge our success by our high number of repeat
customers. We execute. And we deliver on our promises. Just ask
our clients.
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PAST PERFORMANCE

“Idea Integration has exceeded our expectations in all of the work they

have performed for us at Collier County. They are sensitive to timelines

and deadlines and have been flexible in providing their services to

meet our schedule. Their staff is experienced and knowledgeable in all

areas relating to Computer Security. We were impressed when they

discovered a potential e-mail vulnerability on the first day of a security

assessment they were performing for us. We believe they are one of

the premier computer security firms in the country and would
recommend their services to anyone.”

—Jeff Bolen CISSP CHSP NSA-IAM/IEM

Information Security Manager

Collier County Government

Naples, Florida

“We are very impressed with Idea’s professionalism and depth of

knowledge. Having a small security team that has broad

responsibilities, ldea has been able to compliment our internal
efforts.”

— Pete Meinert

Director of Security and Business Recovery

Nelnet Diversified Solutions

Aurora, Colorado

“Idea Information Security has provided me with superb service on
numerous engagements. They have some of the sharpest minds in the
security consulting arena.”

-Jason Clark
Director of Information Security
Global Fortune 500 Company

For more information on PCl consulting solutions with Idea
Information Security, visit us on the Web at www.ideainfosec.com
or call 800.idea.com, ext. 2418.
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